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Exercise 8.2
Prove that the encrypt-then-authenticate-scheme is unforgeable if provided with any
encryption scheme (even if not CPA-secure) and any secure MAC.

Solution: Let E = (gen, enc, dec) be a private-key encryption sheme and E ′ =
(gen′, mac, val) a secure message authentication scheme. The authenticated encryp-
tion scheme E = (gen, enc, dec) is defined as follows:

PK×K′(〈k, k′〉) = PK(k) · PK′(k′)
enc〈k,k′〉(m) = 〈c, c′〉 with c = enck(m), c′ = mack′(c)

dec〈k,k′〉(〈c, c′〉) =
{

deck(c) if valk′(c, c′) = 1
⊥ else

Let A be a PPT adversary with access to an encryption oracle. Assume A
asks the oracle for encryption of the messages Q = {m1, . . . , ml} and receives
〈c1, c′1〉, . . . , 〈cl , c′l〉. Let 〈c, c′〉 be the ciphertext outputted by A.
We want to show that

P[ForgeENC
E ,A ] ' 0

Set m = dec〈k,k′〉(〈c, c′〉).
Consider the case c /∈ {c1, . . . , cl}:

P[ForgeENC
E ,A ] = P[m 6= ⊥∧m /∈ Q]

≤ P[m 6= ⊥]
= P[valk′(c, c′) = 1∧ deck(c) 6= ⊥]
≤ P[valk′(c, c′) = 1] ' 0︸ ︷︷ ︸

because E ′ is a secure MAC
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and the case c = ci for one 1 ≤ i ≤ l:

P[ForgeENC
E ,A ] = P[m 6= ⊥∧m /∈ Q]

≤ P[m /∈ Q]

= P[mi /∈ Q] = 0,

where the last line comes from

m = dec〈k,k′〉(〈ci, c′i〉)
= deck(ci) (perfect correctness of E ′)
= mi (perfect correctness of E ).

Together we have
P[ForgeENC

E ,A ] ' 0

and thus the scheme E is unforgeable. �
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