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Exercise 8.1
(a) Prove Theorem §8.3 (Unconditionally secure one-time MAC).

(b) How could an adversary break the system with two queries to the mac-oracle?

(c) Modify construction §8.2 (One-time MAC) such that it is secure against any
adversary that may query the mac-oracle at most twice.
Hint: Interpret the mac-function as a line and generalize this idea.

(d) Why did we define the mac-function modulo qn (qn prime)? Why not modulo
any non-prime? Why not without the modulo operation?

Exercise 8.2
Prove that the encrypt-then-authenticate-scheme is unforgeable if provided with any
encryption scheme (even if not CPA-secure) and any secure MAC.
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