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Exercise 7.1
Consider an extension of definition §7.4 where the adversary is provided with both a
mac- and a val-oracle. (Access to val-oracle is not restricted).

(@) Assume & is a (deterministic) MAC using canonical verification that satisfies
definiton §7.4 (Secure MAC). Prove that £ also satisfies the extended definition
above.

This means access to a val-oracle does not result in a stronger definition when using
canonical verification.

(b) Assume secure MACs exist. Construct a MAC that is secure (in the sense of §7.4)
but not secure in the sense of the extended definition above.

Exercise 7.2

Let f be a pseudorandom function. Show that each of the following MACs is insecure,
even if used to authenticate fixed-length messages. In each case gen(1") outputs a
uniform k € {0,1}". Let [i] denote an n/2-bit encoding of the integer i.

(a) To authenticate a message m = my, ..., m;, where m; € {0,1}",
compute ¢ := fr(my) B ... D fi(my).

(b) To authenticate a message m = my, ..., m;, where m; € {0, l}”/z,
compute ¢ := fi([1] || m1) & ... & fi([]] || my).

(c) To authenticate a message m = my, ..., m;, where m; € {0, 1}”/ 2 choose uniform
r < {0,1}", compute

c:= fi(r) @ fi(1] [| m1) &... & fie([1] || my)
and let the tag be (r,c).

Here fixed-length means that macy is only defined for messages of length I(n) for a
function /.
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